
Cybersecurity in Online 
Game for Children

Dr. Abhilasha Vyas

Senior Manager-Academic Initiatives, 

CyberPeace Foundation











Online 
Gaming



Online Gaming

• Gaming is a fun and sociable way to spend 
time, encouraging teamwork and 
developing skills. 

• Playing games online has always been a 
popular pastime for children. 

• However, it has undergone a massive 
increase in popularity since the onset of the 
COVID-19 pandemic, as a result of more 
time spent at home and restrictions on 
physical social contact



Top 5 most-played online 
games in India during 2020-21











Online Gaming 
Risks
Stranger danger can pose a risk to the safety of the child, 
or a risk of financial or identity theft to you, if your child 
overshares personal family information online. 
Cybercriminals also use gaming platforms and forums to 
recruit young people for illicit activities such as malware 
coding and money muling.

Playing games with an inappropriate age rating, 
potentially exposing them to violent, sexual or other 
unsuitable content.

Playing games which either reference gambling, or 
involve gambling to, for example, predict results or win 
money.

Running up bills (for example, on in-game properties/in-
app purchases), perhaps on your credit card.

Spending excessive time gaming, to the exclusion of 
social contact, exercise and schoolwork, and potential 
health risks.



Cyberbullying



Cyber Predators



Posting 
Private 
Information



Phishing



Falling for Scams

• Directing gamers to third-party 
websites

• Targeting gamers’ IP addresses

• Fake mobile versions of popular online 
games

• Phishing



Accidentally Downloading Malware



Best security 
practices



Parental 
Control



Anti Virus



Be cautious about 
opening files attached 
to email messages or 
instant messages. 



Verify the authenticity 
and security of 
downloaded files and 
new software. 



Configure your 
web browsers 
securely. 



Use a firewall



Identify and back 
up your personal 
or financial data



Create and 
use strong 
passwords 



Patch and update 
your application 
software



Recognize 
“Administrator 
Mode” Risks



Recognize ActiveX 
and JavaScript 

Risks



Play the 
Game at 
the Game 
Site



Digital Wellbeing Apps



On 
Facebook:



On 
Instagram:









Online safety

• Consider setting parental controls

• Digital Wellbeing Apps

• Check the game’s content

• Consider having the gaming sessions in a shared family space

• Ensure they choose a username that doesn’t reveal any 
personal information.

• Ensure your child is running an authorized version of the 
game.

• Show your child how to report bad behavior

• Read the game’s terms and conditions

• Talk to them

• Join your children in online gaming from time to time and 
randomly

• Ensure that you have updated anti-virus software running



Online safety

• You can submit a detailed report on the game’s 
support page.

• You should contact your credit or debit card 
company to dispute charges.

• If you have given scammers personal information, 
it's advisable to change all your passwords across 
the board, including social media.

• You can report scams to your local consumer 
affairs agency. 

• If a scammer threatens you, then you may 
consider contacting your local police department.







Helpline No.: +91 957 00000 66

Website: www.cyberpeace.org


